DESMOND L. SMALLS 
3724 Ashford Dunwoody Rd NE Atlanta, GA 30338 
contact(770-653-9805)
Microsoft Certified: Azure Solutions Architect
Microsoft Certified: Azure Security Engineer
Microsoft Certified: Azure Administrator
Microsoft Certified: Azure Fundamentals
Certified Kubernetes Security Specialist
TOGAF Certified 
OBJECTIVE 
Accomplished and experienced IT professional with over 20 years of experience. An innovative leader with diverse customer, computer, network, and people skills. Consistent ability to transform requirements into solutions, ensure continuity of services, and employ dynamic resolutions to complex problems. 

WORK HISTORY 

2/2021 – Present – Senior Cloud Engineering Manager

Responsibilities

Leading a team responsible for identifying and resolving the most critical problems for our Microsoft Cloud Azure Government customer’s demonstrating strong interpersonal skills, coaching skills, cross-group collaboration, and proven ability to influence across organizational and cross-cultural boundaries. Working closely with sales, marketing, and Azure Global teams to grow the Azure Government business, to understand the U.S. government needs, and leverage that knowledge in preparation for future sovereign and air gapped clouds

Removing adoption blockers and to ensure the smooth operations of running the day to day support delivery operations. Providing thought leadership on key Support delivery excellence initiatives including continuous improvement of the methodology, processes and tools that drive consistent delivery. Driving and effectively manage large strategic and complex projects, with executive visibility and many critical dependencies. Acting as a cultural transformation leader by role modelling a learn-it-all culture and growth mindset, building and developing high-performing teams to deliver customer outcomes:
Build a strong team ethos that embodies company and division values, cultivating a culture based in diversity, inclusion, growth mindset, and customer obsession. Coaching for excellence by adopting and applying new habits, executing on weekly coaching rhythm with each team member and focused on driving customer outcomes and partner engagements

Partner with other Microsoft leadership teams to translate customer demand signals into release priorities and unblock future business growth


9/2019 – 2/2021 Microsoft – Azure Cloud Engineer II (Azure Security Center, Azure AD, Azure Sentinel and Azure Compute)

· Working with the largest Microsoft Customers who are utilizing Azure services and features. Responsible for architecting, supporting and coming up with new solutions for our top S500 customers. 
· Participating in proactive account management, spot performance issues, analyze problems, develop solutions to meet customer needs, represent them.
· Providing the most effective method of service delivery by analyzing trends and common themes across customers.
· Creating deliverables to address common customer needs & support mobile-first, cloud-first strategy, share intellectual property with others.
· Engaging in strategic service delivery planning, in partnership with the virtual account team (VAT), to strengthen targeted customer relationships.
· Gathering customer impressions of products and services and integrates this feedback into decision making.
· Seeking information about the underlying needs of customers.
· Allocating and aligns resources to optimize the customer experience.
· Developing and communicates realistic performance goals and standards.
· Building plans that consider potential obstacles and immediate and long-term consequences.
· Providing stakeholder assistance throughout deployment to avoid/resolve technical issues. Utilizing the Microsoft IT Service Management practice Modern Service Management (MSM) delivering from on-premises to Cloud Services for our enterprise customers.
· Improve Azure Kubernetes Service product design, supportability, existing processes and to represent the voice of our customers. 
· Responsible for Azure IaaS deployments and administration utilizing SAN/NAS, Hyper-V/VMWare, iSCSI troubleshooting tools including Sysinternals, Fiddler, Netmon, NetStat, Tracert, Azure AD, Azure Security Center, Azure Sentinel.

3/2018 – 8/2019 Genuine Parts Company – Lead Enterprise Architect (Identity and Access Governance)
Currently responsible for maintaining Azure Active Directory, O365, Exchange Hybrid environment. Working on multiple projects that are cloud focused such as moving legacy applications to Azure and focusing on leveraging SSO for a seamless user experience. Utilizing Single Sign on (SSO) with ADFS, Ping Federated domains. Implementing Federation, OAuth 2.0, SAML, OpenIDConnect. Supporting Security & Identity in Hybrid environment. Responsible for architecture, design, deployment and integration of security solutions across multiple lines of Business plus Cloud (Public or OpenStack/Azure Stack). Responsible for automation of process's and Devops utilizing tools such as Puppet and Splunk. Migrating on-site solutions to cloud based offerings, Levaging VMWare, Azure and various Cloud abstraction layers, and understanding the importance of selecting the right technology tool for the task. Implementing as well utilizing tools such as Azure AD, Sailpoint, Saviynt, Cyber Ark, Ping and Okta from an identity access and management.

12/2017 – 3/2018 Genuine Parts Company - SR IT Architect (Azure Active Directory, O365)

Leading a team of 6 engineers to analyze technical needs, document requirements, and design technical solutions for a very large multi-domain enterprise Active Directory environment Installation, implementation, integration, migration and support of Azure AD Premium / EMS centered initiatives. Architect and lead large scale local AD and Azure AD Premium based solutions including but not limited to Azure AD multiple top-level domain support Microsoft Single Sign-on and Identity solutions implementations (ADFS, Azure AD Connect, MIM, etc.)Maintenance, support, patching and upgrading of local and Azure AD environments Automate manual task/processes within the AD environment.

2/2016 – 12/2017 WorldPay -  Wintel Architect(Infrastructure/Platform Services)

Providing custom, secure, rapidly designed and deployed, large scale, complex, and dynamic Cloud, virtualized platform, and midrange server solutions for high profile POC and prototyping projects for such initiatives as Big Data and Cloud. 
Maintain operational performance of all Windows 2000 to 2012 R2, VMware ESXi
· Maintain technical infrastructure components such as Active Directory, DNS, VMware vCenter, Orchestrator and Cloud Service Automation, among others.
· Reactively responding to incidents raised by both internal and external customers against servers so as to accurately diagnose and resolve problems within contractual service levels.
 and accurate documentation of server builds, operating parameters and support processes.

10/2015 – 2/2016 - WorldPay -  Senior Systems Engineer – Team Lead
Responsible for delivering successful implementation of Worldpay’s vulnerability management program IBM BigFix and ensured timely resolution of vulnerabilities. Managing Worldpay’s inventory of servers, applications, appliances, and owners to understand vulnerability ownership and help determine application impact. This person will oversee the creation of and management of the documentation required to successfully manage the vulnerability program including exceptions and false positives. Building and maintaining relationships with all levels of the business, maintaining a highly secure and available environment. Developing a solid understanding of the business and how its impacted by patching activities. Handling Group Policy and LDAP issues, developing scripts to help automate background processes and improve user required functionality. Using patching tools such as Altiris, WSUS, and SCCM. 

5/2015 – 10/2015 WorldPay(Contract) -  Senior Windows Engineer
Responsible for Windows Patch & Vulnerability Remediation and providing guidance in the areas of security, PCI, SOX, GLBA, compliance, server management, and process improvement. This environment consists of multiple sites with multiple users and server farms and managing all aspects of Microsoft Active Directory, which includes AD migrations involving users, groups, Permissions, servers, printers and all other Windows based resources. Handling Group Policy and LDAP issues, developing scripts to help automate background processes and improve user required functionality. Using patching tools such as Altiris, WSUS, and SCCM.
client firewalls, intrusion detection, anti-virus software, malware protection, data archival, remote access, backup systems, disaster recovery and credential management. Managing crisis situations, which may involve security violations or complex technical hardware or software problems. 


05/2005 – 3/2014  Multiple Individual Contributor Roles
Education
Bachelors of Science in Computer Science 
2004 graduate from Savannah State University

Organizations

Member of Atlanta Windows Infrastructure and Virtualization Group

Member of the Omega Psi Phi Fraternity Incorporated

COMPUTER SKILLS 
Microsoft Azure, Azure Active Directory, Amazon Web Services(AWS), Windows 7, 8, 10, Server 2003, 2008, 2012, 2016,  SCCM 2012, SCOM 2012 Red Hat Linux, IIS, Powershell, Scripting, Visual Basic, MS Front Page Editor, MS Power Point, MS Access, Active Directory, and Lotus Notes, Novell GROUPWISE and NETWARE, SQL Server, Crystal reports, Solaris, Linux , VMWare, Cisco Pix, Juniper


